
July 11th 2022 — Quantstamp Verified

Flow Carbon Goddess Protocol Version 1.3

This audit report was prepared by Quantstamp, the leader in blockchain security.

Executive Summary

Type Carbon Credit Token

Auditors Rabib Islam, Research Engineer

Alejandro Padilla Gaeta, Research Engineer

Souhail Mssassi, Research Engineer

Timeline 2022-06-29 through 2022-07-11

EVM Arrow Glacier

Languages Solidity

Methods Architecture Review, Unit Testing, Functional

Testing, Computer-Aided Verification, Manual

Review

Specification None

Documentation Quality High

Test Quality High

Diff/Fork information This code was based on the repository

flowcarbon/goddess-protocol at the commit

.3417cba

Source Code
Repository Commit

goddess-protocol (initial audit) 0add82b

goddess-protocol (re-audit) be9d0b3

goddess-protocol (re-audit 2) 3a9bdc1

Total Issues 4 (3 Resolved)

High Risk Issues 0 (0 Resolved)

Medium Risk Issues 1 (1 Resolved)

Low Risk Issues 1 (1 Resolved)

Informational Risk Issues 1 (0 Resolved)

Undetermined Risk Issues 1 (1 Resolved)

High Risk The issue puts a large number of users’
sensitive information at risk, or is
reasonably likely to lead to catastrophic
impact for client’s reputation or serious
financial implications for client and
users.

Medium Risk The issue puts a subset of users’
sensitive information at risk, would be
detrimental for the client’s reputation if
exploited, or is reasonably likely to lead
to moderate financial impact.

Low Risk The risk is relatively small and could not
be exploited on a recurring basis, or is a
risk that the client has indicated is low-
impact in view of the client’s business
circumstances.

Informational The issue does not post an immediate
risk, but is relevant to security best
practices or Defence in Depth.

Undetermined The impact of the issue is uncertain.

Unresolved Acknowledged the existence of the risk,
and decided to accept it without
engaging in special efforts to control it.

Acknowledged The issue remains in the code but is a
result of an intentional business or
design decision. As such, it is supposed
to be addressed outside the
programmatic means, such as: 1)
comments, documentation, README,
FAQ; 2) business processes; 3) analyses
showing that the issue shall have no
negative consequences in practice
(e.g., gas analysis, deployment
settings).

Fixed Adjusted program implementation,
requirements or constraints to eliminate
the risk.

Mitigated Implemented actions to minimize the
impact or likelihood of the risk.

https://github.com/flowcarbon/goddess-protocol
https://github.com/flowcarbon/goddess-protocol/commit/0add82b1de2abbcbe73042ff92f1c33658e2946c
https://github.com/flowcarbon/goddess-protocol
https://github.com/flowcarbon/goddess-protocol/commit/be9d0b335a4dcb16fe646d89ffcebf33782351b8
https://github.com/flowcarbon/goddess-protocol
https://github.com/flowcarbon/goddess-protocol/commit/3a9bdc11f0b35ecd83309658dfe72699742ea768


Summary of Findings

: QSP-1 and QSP-2 are now fixed. Some documentation issues remain unfixed.Update after the second re-audit

: All security issues have been addressed, although QSP-1 remains only partially fixed.Update after the first re-audit

: We found 4 security issues that should be addressed by the Flow Carbon team. In addition, we found 3 best practices issues and 2 code documentation issues. Although

coverage is perfect, we recommend adding some extra tests to cover corner cases (see QSP-1).

Initial audit

ID Description Severity Status

QSP-1 Possible to Reserve for Finalization More Tokens than Were Offset Medium Fixed

QSP-2 Possible to Finalize Offset of More Tokens than Were Reserved Low Fixed

QSP-3 Function Overwrites Previously Reserved AmountreserveForFinalization Informational Acknowledged

QSP-4 Possible to Set Contract Permissions on Wallets and Vice-Versa Undetermined Fixed

Quantstamp Audit Breakdown

Quantstamp's objective was to evaluate the repository for security-related issues, code quality, and adherence to specification and best practices.

DISCLAIMER:

The Flow Carbon team plans to introduce multi-chain support in Version 2.0. This audit assumes that the code in Version 1.3 is deployed to a single chain. A separate audit

would be warranted to validate the multi-chain implementation in Version 2.0.

Possible issues we looked for included (but are not limited to):

Transaction-ordering dependence•

Timestamp dependence•

Mishandled exceptions and call stack limits•

Unsafe external calls•

Integer overflow / underflow•

Number rounding errors•

Reentrancy and cross-function vulnerabilities•

Denial of service / logical oversights•

Access control•

Centralization of power•

Business logic contradicting the specification•

Code clones, functionality duplication•

Gas usage•

Arbitrary token minting•

Methodology

The Quantstamp auditing process follows a routine series of steps:

1. Code review that includes the following
i. Review of the specifications, sources, and instructions provided to Quantstamp to make sure we understand the size, scope, and functionality of the smart

contract.

ii. Manual review of code, which is the process of reading source code line-by-line in an attempt to identify potential vulnerabilities.

iii. Comparison to specification, which is the process of checking whether the code does what the specifications, sources, and instructions provided to Quantstamp
describe.

2. Testing and automated analysis that includes the following:
i. Test coverage analysis, which is the process of determining whether the test cases are actually covering the code and how much code is exercised when we run

those test cases.

ii. Symbolic execution, which is analyzing a program to determine what inputs cause each part of a program to execute.

3. Best practices review, which is a review of the smart contracts to improve efficiency, effectiveness, clarify, maintainability, security, and control based on the
established industry and academic practices, recommendations, and research.

4. Specific, itemized, and actionable recommendations to help you take steps to secure your smart contracts.

Toolset

The notes below outline the setup and steps performed in the process of this audit.

Setup

Tool Setup:

v0.8.3• Slither

Steps taken to run the tools:

1. Install the Slither tool: pip3 install slither-analyzer

2. Run Slither from the project directory: slither .

https://github.com/crytic/slither


Findings

QSP-1 Possible to Reserve for Finalization More Tokens than Were Offset

Severity: Medium Risk

FixedStatus:

,File(s) affected: contracts/CarbonCreditBundleToken.sol contracts/abstracts/AbstractToken.sol

When is called, is increased by the number of offset tokens. When calling , the amount of tokens being

reserved is checked to be lower than . However, can be called multiple times and using different underlying tokens, such that the total number

of reserved tokens may ultimately exceed .

Description: _offset(...) pendingBalance reserveForFinalization(...)
pendingBalance reserveForFinalization

pendingBalance
For example, if is equal to 10, then in one call, the contract owner can reserve 10 of Token A for finalization, and in another function call, reserve 10 of Token B for finalization,

resulting in the number of tokens reserved for finalization (20) being greater than (10).

pendingBalance
pendingBalance

Refactor the code to prevent reserving more tokens than were offset. Consider adding tests which cover all corner cases.Recommendation:

The Flow Carbon team introduced a variable called tracking the number of tokens reserved for finalization across a bundle. However,

allows the finalized to be greater than ; in this case, is set to 0. In the case that is greater than the

amount reserved for a specific token, then the corresponding reduction in effectively takes away from the amount that was reserved for a different token.

Update: totalAmountReserved
finalizeOffset(...) amount totalAmountReserved totalAmountReserved amount

totalAmountReserved
: A check was implemented that makes it impossible to finalize more than one has reserved for a specific token.Update 2

QSP-2 Possible to Finalize Offset of More Tokens than Were Reserved

Severity: Low Risk

FixedStatus:

File(s) affected: contracts/CarbonCreditBundleToken.sol

One of the stated goals of Version 1.3 was to fix a race condition where if tokens were unbundled before was called, then it would be impossible to finalize

the offset of the desired number of tokens. Thus, the function was created, limiting the number of tokens that could be unbundled prior to the calling of

.

Description: finalizeOffset(...)
reserveForFinalization(...)

finalizeOffset(...)
However, does not check that the amount of tokens being finalized for offset is smaller than the amount of tokens that were reserved. Thus, it it still possible for the

contract owner to fall prey to a race condition when the number of tokens reserved is smaller than the number of tokens being finalized for offset.

finalizeOffset(...)

Consider adding validation which checks that the number of tokens being finalized for offset is no greater than the number of tokens being reserved for the selected

underlying token; this would force the contract owner to reserve the correct number of tokens in advance.

Recommendation:

Flow Carbon Team:Update:

This is by design.

First of all, it doesn’t help a lot: If the user forgets it or gets in a hurry she might just do the reserve and finalize in two subsequent transactions after they did the offsetting in verra -

when damage is done.

Second, in day to day operations the race condition is not a problem most of the times, as there is plenty of supply and we could as well hold some underlyings in question in reserve

so that we can speed up the finalization process for smaller bundles that just accumulate very low numbers that need to be finalized.

We will add a section in our operations manual to make sure this is taken care of on an operational level.

: A check was implemented that makes it impossible to finalize more than one has reserved for a specific token.Update 2

QSP-3 Function Overwrites Previously Reserved AmountreserveForFinalization

Severity: Informational

AcknowledgedStatus:

File(s) affected: contracts/CarbonCreditBundleToken.sol

Calling overwrites the amount reserved for a token, regardless of its previous value. This may be undesirable, as it shifts all the responsibility of

tracking the amounts of tokens reserved to the contract owner.

Description: reserveForFinalization

Consider adding a boolean parameter to the function which, if , would cause the function to overwrite, and if false, would add the new amount to the existing reserved

amount.

Recommendation: true

Flow Carbon Team:Update:

This is by design. We retire by batch in Verra and batches have a specific number and we want operators to only reserve the number for a batch, go to verra, retire, finalize. There is

no increase / decrease requirement and it would make the process too complex.

We do as well have an admin application showing all the reserved amounts level.

QSP-4 Possible to Set Contract Permissions on Wallets and Vice-Versa

Severity: Undetermined

FixedStatus:

File(s) affected: contracts/CarbonCreditPermissionList.sol

(Introduced in Version 1.3) The and the functions only validate that the address given is not .

However, they do not validate if the address is an EOA or a contract. Therefore, it is possible to use on a contract address and use

to set a permission on a wallet address. It’s unclear if this would pose a problem.

Description: setWalletPermission(...) setContractPermission(...) address(0)
setWalletPermission(...)

setContractPermission(...)

Determine whether it's necessary to ensure that addresses are correctly registered as EOAs or contracts. If it is necessary, consider using OpenZeppelin's

to validate if the given address is a contract or not. This is a best effort approach, as there are certain edge cases that the

does not handle properly ( ).

Recommendation:

Address.isContract(...) Note: Address.isContract(...)
more information

The Flow Carbon team switched from differentiating between EOA and contract addresses to differentiating between single-chain and multi-chain addresses. This is because in Version

2.0, the Goddess Token Protocol is intended to be deployed on multiple chains.

Update:

Note that currently, there is no difference in implementation between single-chain address permissions and multi-chain address permissions. In particular, the smart contracts do not validate

whether a given address is single-chain or multi-chain. For now, it is not possible to determine the impact of incorrectly configuring the permission of an address as single-chain or multi-chain.

As a precaution, we recommend taking great care when deciding whether an address should be given single-chain permission or multi-chain permission.

https://docs.openzeppelin.com/contracts/2.x/api/utils#Address-isContract-address-


Automated Analyses

Slither

None of the issues found by Slither negatively impact the security of the smart contracts.

Code Documentation

1. : Consider adding some comments to code to explain the difference between wallet and contract permissions. For example:ICarbonCreditPermissionList

- real humans or companies that went through FlowCarbon's KYC Process and provided an address.• wallets

- protocol contracts used internally that are on the permission list as well.• contracts

: Obsolete.• Update

1. : The and the functions are supposed to deal with the permission of a single wallet or contract.
However, their respective comments ( and ) mistakenly mention multiple permissions.
CarbonPermissionList setWalletPermission setContractPermission

L36-L37 L82-L83

: Obsolete.• Update

1. (Re-audit) : the comments on L99, L104, and L109 wrongly refer to instead of
.

CarbonCreditPermissionList ICarbonCreditContractPermissionList

ICarbonCreditPermissionList

2. (Re-audit) : on L59, it should read: "@notice Checks an account …".ICarbonCreditPermissionList if

3. (Re-audit) : on L54, it should read "@notice Grant or revoke the permissions of multiple accounts on this chain only".ICarbonCreditPermissionList

Adherence to Best Practices

1. The order of the contracts inherited by changed in V1.3. While innocuous in this case, it's important to remember that
reordering inherited contracts affects the order of the variables in the contract's storage (this could have severe consequences if contracts were upgradeable). Be
extremely careful with this kind of modification if upgradeable contracts are added in the future.

Inheritance order changed: AbstractToken

: Flow Carbon Team: "Yes, we are aware of that. If we introduce upgradeable contracts later (we are not fans!) we’ll keep it in mind."• Update

1. Functions in except for and should be declared .CarbonCreditIntegrity requireHasToken requireVintageNotOutdated external

: Fixed.• Update

1. The command reports 54 vulnerabilities across the different dependencies of the project (14 moderate, 37 high, 3 critical). Given the severity of the
vulnerabilities, they could put the integrity of the project at risk. We recommend updating the dependencies in the that have reported vulnerabilities to
newer/safer versions.

npm audit

package.json

: Flow Carbon Team: "We’ve upgraded all packages to the latest version, however some problems remain. We went through the descriptions and all are
related to running the javascript packages in a production environment where attackers can execute code or access credentials of a user executing a javascript
application in her browser environment, Since we are using them only for internal tooling we are not affected by those."

• Update

Test Results

Test Suite Results

The tests are all passing. However, it may be worthwhile to add some tests to check corner cases (see QSP-1).

: Corner case tests were added.Update

CarbonCreditBundleToken
✔ requires a token factory (69ms)
✔ requires a name
✔ requires a symbol
✔ can say if a token exists
✔ can increment the vintage
✔ can not increment the vintage as non owner
✔ can not increment the vintage by more than 10 years
✔ can not increment the vintage beyond 2099 (56ms)
✔ can not add tokens from a different factory (77ms)
✔ can not renounce ownership
✔ can add tokens (46ms)
✔ can add tokens with newer vintage (43ms)
✔ can not add non carbon credit token
✔ can not add tokens as non owner
✔ can not add tokens with vintage mismatch
✔ can not add tokens twice (48ms)
✔ can remove tokens
✔ can not remove tokens as non owner
✔ cannot remove tokens with remaining balance (38ms)
✔ cannot remove tokens with unknown address
✔ can bundle tokens (46ms)
✔ one cannot bundle tokens with outdated vintage (43ms)
✔ can not bundle tokens with an unknown address
✔ can not bundle 0 tokens
✔ can unbundle tokens (68ms)
✔ cannot unbundle reserved tokens (67ms)
✔ can not unbundle if the amount is less than the fee divisor
✔ can not unbundle 0 tokens (47ms)
✔ takes exactly 1 wei fee if the amount equals the fee divisor (66ms)
✔ does not take a fee when fee divisor is 0 (118ms)
✔ can not unbundle tokens with an unknown address (43ms)
✔ cannot unbundle more tokens than there are for the requested underlying (45ms)
✔ should offset tokens (68ms)
✔ should not offset more tokens than one has (42ms)
✔ should finalize the offsetting process (119ms)
✔ should finalize the offsetting process with reserved tokens (106ms)
✔ should finalize the offsetting process with reserved tokens (104ms)
✔ should finalize the offsetting process with reserved token combinations (222ms)
✔ cannot finalize always more than reserved (71ms)
✔ should not reserve more than is pending (40ms)
✔ should not reserve more than is pending with different token combinations (88ms)
✔ should not reserve for unknown tokens



✔ should not finalize offsets with an unknown address (48ms)
✔ should not finalize offsets with the same checksum (74ms)
✔ should not finalize offsets with an invalid checksum (58ms)
✔ should not finalize the offset if it is not the owner
✔ should not finalize the offset if it exceeds the pending balance (46ms)
✔ should not finalize the offset if it exceeds token balance (87ms)
✔ should discover offsets (67ms)
✔ should not discover offsets for unknown address and key
✔ should discover tokens
✔ should revert at unknown index
✔ keeps track of the bundled amounts (95ms)
✔ pauses bundling by owners only (61ms)
✔ pauses bundling is only emitting an event if action is altering state
✔ only owners can pause / reactivate
✔ non existing tokens can not be paused / reactivated
✔ withdraws orphan tokens (57ms)
✔ can remove tokens with orphan tokens

CarbonCreditBundleTokenFactory
✔ should return the token contract
✔ should swap the implementation contract (67ms)
✔ should not swap the implementation contract for non owners (48ms)
✔ should not swap the implementation contract for the null address
✔ can not renounce ownership
✔ should not clone for non-owners
✔ should create a new bundle token (104ms)
✔ should not clone for years before 2000
✔ should not clone for years after 2100
✔ cannot create a factory with zero address for carbon credit factory

CarbonCreditTokenExposure
✔ can offset a specific token (83ms)
✔ can swap a specific token (87ms)

CarbonCreditPermissionList
✔ can not renounce ownership
✔ has a name
✔ transfers ownership
✔ require an address when setting permission
✔ allows the owner to grant and revoke permissions
✔ disallows non-owners to grant and revoke permissions
✔ allows to batch set owner to grant and revoke permissions
✔ has no effect when granting or revoking permissions twice
✔ requires batch set permissions to have accounts and permissions of equal length
✔ supports discovery of the list length
✔ supports discovery of the listed accounts
✔ can register and deregister protocol contracts (62ms)

CarbonCreditPermissionListFactory
✔ should produce the list implementation contract
✔ should return the correct deployed contract count
✔ should swap the implementation contract
✔ should not swap the implementation contract for non owners
✔ should not swap the implementation contract for the null address
✔ should not clone for non-owners

CarbonCreditRakeback
✔ requires a bundle
✔ can offset a specific token (93ms)
✔ can offset a specific token with overridden fee (66ms)
✔ can swap a specific token (100ms)
✔ can swap a specific token with overridden fees (85ms)
✔ can set and remove fees (136ms)
✔ can batch set and batch remove fees (88ms)
✔ batch requires same length of fees and tokens
✔ cannot set lower fee than existing
✔ setting fee must change the fee
✔ can only remove the fee if one is set
✔ can only batch, set and remove the fee if one is the owner
✔ can not renounce ownership

CarbonCreditRakebackFactory
✔ should produce the rakeback implementation contract
✔ should return the correct deployed contract count
✔ should swap the implementation contract
✔ should not swap the implementation contract for non owners
✔ should not swap the implementation contract for the null address
✔ should not clone for non-owners
✔ can not renounce ownership

CarbonCreditToken
✔ should have set the name and symbol and token details
✔ requires a methodology
✔ requires a credit type
✔ requires a bundle token factory (38ms)
✔ should mint new tokens
✔ can not renounce ownership
✔ should not mint new tokens if the checksum is invalid
✔ should not finalize offsets with an invalid checksum (39ms)
✔ should not mint new tokens if the checksum already exists
✔ should not mint new tokens if it is not the owner
✔ should offset tokens
✔ should not offset more tokens than one has
✔ should offset tokens on behalf of other users (42ms)
✔ should not offset more tokens than one has on behalf of others
✔ should finalize offsets (39ms)
✔ should not finalize offsets with already used checksums (50ms)
✔ should not finalize offsets if it is not the owner
✔ should not offset if it is higher than awaiting (38ms)
✔ should discover offsets (50ms)
✔ should not discover offsets for unknown address and key
✔ should move off-chain if the owner burns
✔ should prevent unprivileged users from burning tokens
✔ should discover the correct permission list
✔ should allow the owner to renounce the permission list
✔ should prevent non-owners from renouncing the permission list
✔ should allow the owner to change the permission list if the token is permissioned
✔ should prevent changing the permission list to null via setPermissionList
✔ should prevent settings a permission list on non-permissioned tokens
✔ should revert if the sender is not permitted to transfer tokens
✔ should revert if the recipient is not permitted to receive tokens
✔ should transfer when both parties are permitted to do so

CarbonCreditTokenFactory
✔ can not renounce ownership
✔ can not create tokens without a bundle factory
✔ should transfer the owner
✔ should return the token contract
✔ should swap the implementation contract
✔ should not swap the implementation contract for non owners
✔ should not swap the implementation contract for the zero address
✔ should not clone for non-owners
✔ should not clone for years before 2000
✔ should not clone for years after 2100
✔ should create a new token (59ms)

151 passing (36s)



Code Coverage

Coverage is excellent.

File % Stmts % Branch % Funcs % Lines Uncovered Lines

contracts/ 100 100 100 100

CarbonCreditBundleToken.sol 100 100 100 100

CarbonCreditBundleTokenFactory.sol 100 100 100 100

CarbonCreditExposure.sol 100 100 100 100

CarbonCreditPermissionList.sol 100 100 100 100

CarbonCreditPermissionListFactory.sol 100 100 100 100

CarbonCreditRakeback.sol 100 100 100 100

CarbonCreditRakebackFactory.sol 100 100 100 100

CarbonCreditToken.sol 100 100 100 100

CarbonCreditTokenFactory.sol 100 100 100 100

contracts/abstracts/ 100 100 100 100

AbstractFactory.sol 100 100 100 100

AbstractToken.sol 100 100 100 100

contracts/interfaces/ 100 100 100 100

ICarbonCreditPermissionList.sol 100 100 100 100

ICarbonCreditTokenInterface.sol 100 100 100 100

contracts/libraries/ 100 100 100 100

CarbonCreditIntegrity.sol 100 100 100 100

All files 100 100 100 100

Changelog

2022-07-01 - Initial report•

2022-07-07 - Re-audit report•

2022-07-11 - Re-audit report 2•



About Quantstamp

Quantstamp is a Y Combinator-backed company that helps to secure blockchain platforms at scale using computer-aided reasoning tools, with a mission to help boost the

adoption of this exponentially growing technology.

With over 1000 Google scholar citations and numerous published papers, Quantstamp's team has decades of combined experience in formal verification, static analysis,

and software verification. Quantstamp has also developed a protocol to help smart contract developers and projects worldwide to perform cost-effective smart contract

security scans.

To date, Quantstamp has protected $5B in digital asset risk from hackers and assisted dozens of blockchain projects globally through its white glove security assessment

services. As an evangelist of the blockchain ecosystem, Quantstamp assists core infrastructure projects and leading community initiatives such as the Ethereum

Community Fund to expedite the adoption of blockchain technology.

Quantstamp's collaborations with leading academic institutions such as the National University of Singapore and MIT (Massachusetts Institute of Technology) reflect our

commitment to research, development, and enabling world-class blockchain security.

Timeliness of content

The content contained in the report is current as of the date appearing on the report and is subject to change without notice, unless indicated otherwise by Quantstamp;

however, Quantstamp does not guarantee or warrant the accuracy, timeliness, or completeness of any report you access using the internet or other means, and assumes

no obligation to update any information following publication.

Notice of confidentiality

This report, including the content, data, and underlying methodologies, are subject to the confidentiality and feedback provisions in your agreement with Quantstamp.

These materials are not to be disclosed, extracted, copied, or distributed except to the extent expressly authorized by Quantstamp.

Links to other websites

You may, through hypertext or other computer links, gain access to web sites operated by persons other than Quantstamp, Inc. (Quantstamp). Such hyperlinks are

provided for your reference and convenience only, and are the exclusive responsibility of such web sites' owners. You agree that Quantstamp are not responsible for the

content or operation of such web sites, and that Quantstamp shall have no liability to you or any other person or entity for the use of third-party web sites. Except as

described below, a hyperlink from this web site to another web site does not imply or mean that Quantstamp endorses the content on that web site or the operator or

operations of that site. You are solely responsible for determining the extent to which you may use any content at any other web sites to which you link from the report.

Quantstamp assumes no responsibility for the use of third-party software on the website and shall have no liability whatsoever to any person or entity for the accuracy or

completeness of any outcome generated by such software.

Disclaimer

This report is based on the scope of materials and documentation provided for a limited review at the time provided. Results may not be complete nor inclusive of all

vulnerabilities. The review and this report are provided on an as-is, where-is, and as-available basis. You agree that your access and/or use, including but not limited to any

associated services, products, protocols, platforms, content, and materials, will be at your sole risk. Blockchain technology remains under development and is subject to

unknown risks and flaws. The review does not extend to the compiler layer, or any other areas beyond the programming language, or other programming aspects that

could present security risks. A report does not indicate the endorsement of any particular project or team, nor guarantee its security. No third party should rely on the

reports in any way, including for the purpose of making any decisions to buy or sell a product, service or any other asset. To the fullest extent permitted by law, we disclaim

all warranties, expressed or implied, in connection with this report, its content, and the related services and products and your use thereof, including, without limitation, the

implied warranties of merchantability, fitness for a particular purpose, and non-infringement. We do not warrant, endorse, guarantee, or assume responsibility for any

product or service advertised or offered by a third party through the product, any open source or third-party software, code, libraries, materials, or information linked to,

called by, referenced by or accessible through the report, its content, and the related services and products, any hyperlinked websites, any websites or mobile applications

appearing on any advertising, and we will not be a party to or in any way be responsible for monitoring any transaction between you and any third-party providers of

products or services. As with the purchase or use of a product or service through any medium or in any environment, you should use your best judgment and exercise

caution where appropriate. FOR AVOIDANCE OF DOUBT, THE REPORT, ITS CONTENT, ACCESS, AND/OR USAGE THEREOF, INCLUDING ANY ASSOCIATED SERVICES OR

MATERIALS, SHALL NOT BE CONSIDERED OR RELIED UPON AS ANY FORM OF FINANCIAL, INVESTMENT, TAX, LEGAL, REGULATORY, OR OTHER ADVICE.
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